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Setup Program

Administrator

Only an user with Elevated Administrator access on the system can install the XP Unlimited
software.

B! User Accaunt Cantral @

|@ Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  setup.exe

Publisher: Unknown
File crigin: Hard drive on this computer
v Show details Yes || No

Change when these notifications appear

No other users should be active while installing

Be sure that nobody is logged in except for the Administrator. In case other users are logged in,
systemfiles and settings are locked and can not be updated by XP Unlimited.

32 bits versus 64 bits
XPU Classic Version 7.0 is for Windows 7 -32 bits

XPU Classic Version 7.1 is for Windows 7 —-64 bits

There are no functional differences between the 32 and 64 bits versions of XPUnlimited.
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Installation Procedure

In the first screen of the Demo Version”you are requested to read the Terms of use and
acknowledge them. The demo version also contains a ‘theck for update”button in the first screen:

The reason behind the Update button is that old versions of XP Unlimited seem to wander around
on the Internet. With this Update button you can verify whether or not this version of XP Unlimited
is uptodate or outofdate.

The Demo version needs to access the internet for obtaining a temporary license. The Demo will
run for 60 days.
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In the first screen of the Unlimited version”you are requested to enter your license code. You are
also requested to read the terms of use and acknowledge them.

After entering you license code and the acknowledgement of the Terms of use, the Next-button
becomes available.

The two fields for the HTTP Proxy are optional. Above entries are just an example.

A HTTP-request and reply is sent to our licenseservers in order to validate your license.
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E Termns of uze

The Setup program checks whether or not the installation of XP Unlimited is possible. In case it is
possible, you can click on Next in order to install XP Unlimited. If you click on Exit now, nothing will
be installed.
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E Termsz of uge |

The XP Unlimited software is installed In a couple of steps.

If you are wondering about some missing steps: these steps are only used in the Unlimited version
of XP Unlimited, and are done for validating your license by contacting our website, and installing
the license on your server. When installing the full unlimited version, your server needs to be
connected to the internet for validating (once) of your license.

The full version can be re-installed on the same hardware in case of a problem.
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T e e |

@ Termns of uze B Feboot Mow | E E wit |

The software is installed. You are one reboot away from using the XP Unlimited software.

Don't forget the actions as described in chapter ‘Additional steps for using XP Unlimited’
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Result of the installation

-

Lol ]

i }U| v Control Panel » All Control Panel kems » Administrative Tools - | 3 | | Search Administrative Tools L |
File Edit “iew Tools Help
Organize v !_:j;_!L| i @
' Favorites * ] Cornponent Services | Computer Management 5
Shortout | Shortcut
0 *
B Desktop @ Lke $ 1.26 KB
& Downloads i
=L === Data Sources (CDBC) desktop.ini
i Recent Places £ Shortout Configuration settings
124 KB 191KE
7 Libraries T __. Ewent Wiewer ISCEl Initiator
@ Dacurments n || Shortcut Shortcut
J’ ; 1.26 KB 124 KB -
Music =
[E] Pictures Local Security Policy taintenance ¥PUnlimited
B vid Shortcut Shortout
et 1.21KER 1.04 KB ; —
taintenance ¥PUnlimited ]
Perfarmance hanitor , Print Managernent
4 Hormegroup Shortcut Shortcut
' L0 KB L23KB
18I Computer =), Services = | System Configuration
L Shortcut ":,%ll Shortout &
& Network EF‘:A' 125 KB 121KE
-_ Task Scheduler % Windows Fireweall with Advanced
& A Shortcut Security 3
= B mmaen E ] [ R
X 16 items
=
1
A program entry will be made in the Administrative section of the Server.
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Additional steps before using XP Unlimited

After the installation of the XP Unlimited software, and after the reboot of the system, you need to
perform a couple of steps in order to use the XP Unlimited software:

« Create users that can login. If your Windows system has only one user, you will hardly use the
benefits of the XP Unlimited software.

« Make sure that all users have a password. It is not possible to have a remote desktop session
with an user ID that has no password. This is simply to unsafe.

« Make sure that all users are member of the group "Remote desktop users". If an user is not a
member of the group "Remote desktop users", this user will not be allowed to have a remote
desktop session. You can also use our Maintenance Program to give any verified user access
to the XP Unlimited server. A verified user is an user who has entered his username and
password.

« Open your firewall for remote desktop sessions. The port that needs to be open is TCP port
3389. Default this port is closed, so your Windows system does not allow you to have any
remote desktop session.

Important: Sometimes you might turn off the Windows Firewall because you are testing a system
and while doing such you are not fnterested”’in the protection as offered by the Windows Firewall.
It does happen that the firewall is turned on again, without informing you. An example of this
behaviour is joining or un-joining a Windows system from a domain. After the (un)join, the
Windows Firewall is turned on again.

Please visit our website, specific the support-pages. You will find detailed examples and howto's

between our FAQ's which describes how you can perform these steps. It is not difficult at all; most
likely you can perform these steps in a couple of minutes.
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Un-install

XPUnlimited = Maintenance Demo = version il

Confirm uninstall XPUnlimited.

Please note: uninstall will be followed, immediately, by a reboot of
the system.

Do not forget the following issues:

« Remave all users from the Windows %P group
Remote Desktop Users

« Disable TCF Port 3389 in your firewall,

Using the Maintenance tool you can un-install the XP Unlimited software. Prior to un-installing this
notification is shown.
The Maintenance tool is described in paragraph Operations of XP Unlimited’.

No other users should be active while un-installing

Be sure that nobody is logged in except for the Administrator. In case other users are logged in,
systemfiles and settings are locked and can not be restored by XP Unlimited.

Manual activity after un-install

After the un-install of the XP Unlimited software you should perform the following actions:
« Configure your firewall in such a way that remote desktop sessions are not possible.
« Remove all users form the group Remote Desktop users.
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Setup Problems

Example 1

E Terms of uze

The Setup program does a checking of the system for requirements. In case the requirements are
not met, you will be informed what the problem is.

XP Unlimited can not be used on Windows Home.
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Example 2

@ Terms of uze
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Final screen in case of Setup problems

E Terms of uze

In case the Setup program decides that installation is not possible, it will finish as shown.

If you need support on the problem, you are requested to supply us with the XPUnlimitedSupport-
ZIP-file. This will assist us with analysing the problem. You can use the ZIP-button to create the
ZIP-file. It will be placed on your desktop.
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Upgrade of XPUnlimited

The Setup program always behaves as if it is doing an upgrade. This implies that it will respect the
settings that are already done.

An upgrade from the Demo version to a Full version is therefore quite simple:
Buy the Full version,
Run the Setup of the Full version,

and that's it.

The Upgrade behaviour does apply to:
An upgrade from XPU Classic to XPU Enterprise,
An upgrade from Demo to the Full version,
An upgrade from XPU old version 1.2.3 to XPU new version 1.2.4.

and it applies to:
A downgrade from XPU version 3.2.1 to XPU version 1.2.3

It is possible to downgrade XPU, although we would not know why you would want to do that. If

you downgrade from Full version to Demo version, the result will be that your server is again
limited to 3 users.

If you do not want the Setup program to do an upgrade of your current XPU server, you must first
un-install the current XPU software, and after the un-install run the Setup program.

IPConsult BV Manual XP Unlimited software 17
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Maintenance tool

The Operation of XP Unlimited can be monitored and controlled using our Maintenance tool:

Please note: You need Administrator privileges in order to perform these functions.

The first tabpage can be used to Start and Stop the functionality of the XP Unlimited software.

You can also first tabpage for un-installing the XP Unlimited software.
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The Update-check button opens a website-page of the XP Unlimited website. This page will inform
you whether or not you are running the most recent version of XP Unlimited, or an old version.

The Verify-button does the same check that is done while installing. Sometimes during a
Windows-Update or because of the installation of other third-party software, important settings or
files are replaced. By running a verify, you will be informed what is wrong. Most of times a re-
install of the XP Unlimited software using the Setup-program will fix all settings.

The ZIP-button creates a ZIP-file on your desktop. This ZIP-file contains the information IPConsult
needs for giving you support.
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Advanced Terminal Services Control and Settings

The third tabpage of the Maintenance tool contains two buttons in order to monitor the users and
to do advanced settings.

-

E KPUnlimited - Classic = Maintenance Demo i version 7.0 E'@

Control | Support  Teminal Services |Fappliu:atiu:un | Web Server | Printer |

Tashrmar i| Start the Windows Taskmanager. Using the Taskmanager you can see the active users,
B 2 d  send them messages or log them off.

Start Management Console for advanced settings. Please note: be careful with changing
Bﬁ] Advanced the advanced settings. You might disable the Temminal Server functionality in case of
improper settings. You are advised to document all the changes you make.

Change the portnumber on which the ¥P Unlimited server listens for remote clients.
Default value is 33859. Do not choose a value that is already in use. When changed you
need to reboot the server before the new value is in effect. You need to inform all your
users about the changed portnumber, because the client software needs to know the
portnumber of the XF Unlimited server.

3389

Qo |

Require membership of the group Remote Desktop Users
i+ |sers must be member of the local group "Remote Desktop Users”

" Al verfied users can do a remote login. Membership of "Remote Desktop Users”is not required

XPP UnUInITED

—— & XTRA PRODUCTIVITY m—

@ex |

Monitoring using Taskmanager

Monitoring of Remote Desktop Users can be with the Taskmanager. See the paragraph
Monitoring using Taskmanager’

Microsoft Management Console

Advanced Settings is done using the Microsoft Management Console. When installing XP
Unlimited using the Setup program, several default Terminal Server settings are applied in order to
make things work. You can do some fine-tuning, but you are advised to be carefully with changing
the default settings. You might render your system unusable.

Please read the paragraph Tips from IPConsult” We have compiled some advices about the
Advanced Settings you might consider useful.
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Porthumber

You can change the default portnumber which is used by the XP Unlimited Terminal Server for
listening for Remote Desktop Sessions. The default number is TCP portnumber 3389.

The range of the custom value is 1000 -65534. Although a number lower then 1000 might be
technical possible, this is disabled in order to prevent problems.

If you change the portnumber to another value:

« You will also have to change your firewall settings.

« If you use some kind of router to connect to the Internet, most likely you have defined a NAT-
entry in your router in order to forward a port to the XP Unlimited Terminal Server. You must
also update this NAT-entry in your router.

« You must inform all you users, because the client software they use for connecting to the XP
Unlimited Terminal Server needs to know about the changed portnumber. On our website we
have some FAQ's about the client software for clients running Windows and clients running
Linux.

Please note: a reboot is required before the new portnumber is used by the XP Unlimited Terminal
Server.

Require membership of the group Remote Desktop Users

Default only users who are member of the group Remote Desktop Users can login. You can
remove this requirement by selecting Verified users’ A verified user is an user who has a valid
username and password defined locally in Windows.
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Monitoring using Taskmanager

Processes

The processes tabpage of the Taskmanager shows you the running processes of all users.

B Windaws Task Manager EI@
File Options  View Help
Applications | Processes | Sepvices | Performance | Nebworking | Users
Image Marme ser Marme Session [D CPU Memary (... Descripkion -
¥puControlexe rbr 1 a0 3,288 K  Classic - Demo
kaskhost.exe rbr 1 o0 S92 K. Host Process For !
explarer, exe rbr 1 a0 22,656 K Windows Explore
WEOxTray exe rbr 1 a0 264 K WirtualBox Guesk
dwirn. exe rbr 1 a0 256K Deskkop Window
kLaskmgr. exe rbr 1 11 1,412 K Windows Task Me =
winlogon. exe SYSTEM 1 o0 484 K Windows Logon A
CSFSS, EXE SWSTEM 1 m 724 K Client Server Run
wputserver . exe SYSTEM ] uin} 2,772 ¥ Classic - Demo
svchost . exe METWORK... 0 o0 148K Host Process For !
sychosk,exe SYSTEM 0 a0 d,768 K  Host Process for
sychosk, exe LOCALSE... 0 a0 1,728 K  Host Process for '
sychosk, exe LOCALSE... 0 a0 1,892 K Host Process for
spoolsy Exe SYSTEM 0 a0 565K Spooler SubSyste
svchosk,exe METWORK..., 0O a0 2,352 K Host Process far '
svchost, exe LOCALSE... 0 o0 2,816 K  Host Process for '
svchost, exe SYSTEM 1] o0 3,896 K Host Process for '
svchost, exe SYSTEM 1] o0 24,830 K Host Process for!
SPPSYC, BXE METWORK..., 0O a0 1,005 K Microsoft Softwar _
Fl — B Hrrr — S —— -r
| show processes from all users End Process
Processes: 32 CPU Usage: 13%% Physical Memory: 33%

Please note: The Maintenance Program can only be used when started with Elevated
Administrator rights. Because of this, the Task Manager as started by our Maintenance Program is
also running with full, elevated Administrator rights.
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In case you do not see all columns, use the menu of the Taskmanager to get more columns:

[ a

T® iindows Task Manager EI@
File  Options Help

Applications Refresh Mo F3 working | Lsers
Update Speed L
Image Mame CPU  Memary (... Descripkion it
Select Columns...
xpuZontrol, 0o 3,196 K Classic - Demo

We like to see at least the following columns:

[ =

Zelect Process Page Columns @

Select the columns that will appear on the Process page of Task Manager,

[] PID {Process Identifisr) -
User MName

|| Session ID

P Usage

[] 2PU Time

[] Memary - Working Set

[] Memary - Peak Working Set
[] Memary - Wworking Set Delta
Memary - Private Waorking Set
|:| Merory - Comnit Size

[] Memary - Paged Pool

[ Memary - Non-paged Pool

[7] Page Faults

[] Page Faul: Delta

|:| Base Prioritw -

m

[ (8] 4 ][ Cancel ]

After enabling the User Name”and ‘Session ID’, you can sort all processes using the columns
User Name or Session ID.
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Users

The Users tabpage of the Taskmanager shows you all users.

xpuViewUsers

Whatever is possible with this tabpage, is also possible with the tool xpuViewUsers. It is installed
in C:\Program Files\XPunlimited

Send Messages

Each user can send messages to the another users.

Disconnect and logoff

The Administrator can also disconnect or logoff an user.

- -

J® Windaws Task banager E@

File Options  iew Help

Applications | Processes | Services |F'erfn:-rmann:e Mebwarking | Users |

-~

Lser 2] Status Client Marme Sessian
Ay 1 Bictkive Console
3_) [usernni s Artive alnhaz RODP-Tepao
?_J. luser Send Message... ROP-Tep#l
Connect
Disconnect
Log Off
Rermote Contral

Disconneck: ] [ Logoff ] [Send Message. ..

Processes: 50 CPU Usage: 2% Physical Memory: 40%
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When a user gets disconnected, his desktop and all of his applications keep on running. When the
user connects again (entering his userlD and password) he will get his own desktop back with all
the active applications. This is useful for the user, but it might not be desirable for all the other
users. A running desktop with applications consumes memory and cpu. Therefore it would be

better if the user logoffs, because then his desktop and applications will be terminated. This saves
memory and cpu.

IPConsult BV Manual XP Unlimited software 26



XP U NLIMI TED Version 7.x - Classic - 1 October 2010

Remote Control

When working behind the console of the XP Unlimited Server, it is not possible to ‘$shadow”or to

temote control’another session.
However, when working using a Remote Desktop Session, an Administrator can Shadow”’or

femote control’another session:

Ed windows Task Manager M=l E3
File ©Cptions Wiew Shut Down Help

@pplications I Processes I Perfarmance | Mebwaorking  Hsers |

| User | ID| Status | Client Mame |
€ Administrator 0 Active alpha

1 Actky alpha
Send Message...

Conneck

Disconneck
Log CFf
Remoke Contral

J | i

Dizconnect | Logaff | Send Mezsage. ..

Processes: 29 |[CPU Usage: 15% (Commit Charge: 135M [ 2390M 2

Using the Taskmanager, an Administrator or an user with Administrator privileges can Remote
Control the other users.
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The following dialog is shown:

Remote Control EE

—Hat key

To end a remate contral zeszion, press this I“ vI

kew an the numeric keppad, pluz the keys
zelected below:

[~ Shift v CHl [ Al

()% I Canicel Help |

The hot-key Ctrl-* (found on the numeric keypad) is a good default hot-key to exit the Remote
Control Session. The user can not use this hot-key. Only the Administrator can use the hot-key to
terminate the Remote Control Session.

Terminating a Remote Control Session means that both the Administrator and the user continue to
work with their own session; terminating a Remote Control Session does not imply that the user or
Administrator get disconnected.

The user which session is about to be femotely controlled”’by an Administrator, has to
acknowledge it:

Remote Control Request .

a2 TEXT¥P'Adminiskratar is requesting ko control your session remaotely,
\{rj Do wou accepk the request?

Yes | Mo |

Using the Advanced Terminal Settings (see next paragraph) it is possible to configure the XP
Unlimited server in such a way that a Remote Control Session is possible without
acknowledgement of the user.
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Advanced settings using Microsoft Management Console

Terminal Services

The initial screen of the XP Unlimited Terminal Services using MMC is as follows:

e

& Application:Terminal Services EI@

File Help

[ Console Root Mame

4 =[ Local Computer Policy | Software Settings

4 | Computer Configuration " Windows Settings

- Snlfhmare Settllngs | Adrministrative Templates
| Windowes Settings
| Administrative Templates
a 8 User Configuration
| Software Settings
| Windaowes Settings
| Administrative Templates
4 ﬁ Local Users and Groups (Local)
| Users
| Groups

Extended }KStandard //

Please note: initial it can take several seconds to show this screen. When opening the
‘Administrative Templates”it might take several seconds depending on the cpu-speed of your
system. This is normal; this is the way it works.

This screen gives you access to
« Advanced Settings of Terminal Services.
« Users and Groups.

The Advanced Settings of Terminal Services can be used for some fine-tuning. Please read the
paragraph Tips from IPConsult. We have compiled some advices about the Advanced Settings
you might consider useful.

The Users and Groups can be used to give users a password, to make them member of the group

Remote Desktop Users) etc. You can find some examples on Users and Groups between our
FAQ's in our website.

IPConsult BV Manual XP Unlimited software 29



X UNUINMITED

Version 7.x - Classic - 1 October 2010

By opening the Administrative Templates / Windows Components you can find the Advanced
settings of Terminal Services. It is located inside the branch Remote Desktop Services’

& Application:Terrminal Services

File Help
T
[C3 Console Root -

4 =] Local Computer Paolicy
4 i Computer Configuration
| Software Settings
| Wiindowes Settings
4[] Administrative Templates

| Contral Panel
| Metwork
| Printers

m

| Systern
a [ | Windows Components
| ActiveX Installer Service
| Application Compatibility
| AutoPlay Policies

a || Remnote Desktap Services
| RD Licensing
| Rernote Desktop Connection Client
4 [ | Rermote Desktop Session Host
| Connections

Device and Resource Redirection

m

Licensing

| Printer Redirection

Profiles

RD Connection Broker
Rernote Session Environment
Security

| Session Tirme Lirmits

| Ternporary folders
| RS5Feeds

You can do some fine-tuning, but you are advised to be carefully with changing the default
settings. You might render your system unusable.

When you click on an option, extra text will appear that explains this option. You are advised to
read this text carefully prior to changing an option.

Please note: not all options are implemented. Several options are displayed because Windows 7

shares the same ‘tode base”with Windows Server 2003 and 2008, but not all options are
implemented (by Windows or by XP Unlimited).
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Reboot required

Changing an Advanced Setting of the Terminal Services will require a reboot of the Windows
System; the change will be in effect after a reboot.
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Users and Groups

Using Users and Groups you can do the following tasks:

P "~

.ﬂ-.ppli-:aticun::TerminaI Services EI@

File Help

[ Console Raot Marne Full Mame Descripti =
4 5 LDEEICDmputECrPi!lc}f ) A |yserD0s luzerl0s Generate
’ ?; UDmEUtEFr_ Dntfguratmn §“ [user00f luserlif Generate
15 serionmiguration Al |yserd07 luser007 Generate
4 ﬁ Local Users and Groups (Local)
= sers A |yserdng luserl0d Generate
= G Bl jysern0g luzerl0q Generate —
| Groups
Al lyserD10 luser01l Generate
A yser0ll luserill Generate
i Mew LUser... Generate
i Generate
i Refresh Generate
.I E)'{r:ll:ll‘t LiSt... Generate =
i - , Generate
i Generate
J Srrange Icons 3 Generate
L Line up Icons Generate
i Generate
1 Help i
1| 1] [ 3

Creates a new Local User account,

Select Users in the left panel. Use the right mouse button on the White space”in the right panel. A
sub-menu will be shown, including New User...
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[ Console Root Marne Full Marme Descripti =
4 [ Local Cl:nmputerF'l:u!il:}-' ) A yser0s luserl0s Generate
i = Cu:umputer. Cunffguratmn 5‘: [user00f [userlif Generate
> User Configuration Bl |yzernnT luserl0y Gererate
4 ﬁ Local Users and Groups (Local) a
3 Users Fellyserdod luser00d Generate
8 Groups A ysernng lusering Gererate —
Aysernld fetiacannicy Generate
Al |yzerdl1z Al Tasks b Generate
B yserdl: Generate
A ysern1s Delete Generate
A jyzerdlF Renarme Generate &
B yserDlr ] Generate
A ysernln Properties Gererate
Bl |yzerd1f Help Generate
A ysern1s [IFEFITY Generate
A ysern2n luserf20 Gererate
Bty i
1 | 1] 3

Set the user's password,

Use the right mouse on a user. The sub-menu that is shown contains the option for giving the user
a password.

Users without a password can not have a remote desktop session. This is to unsafe.
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[= ][O =)

[Z3 Consaole Root
a = Local Computer Policy
» & Computer Configuration
- 4 User Configuration
4 ﬁ Local Users and Groups (Local)
| Users
| Groups

Mame

M adrninistrators
M Backup Operators

& Cryptographic Operat..,

M Distributed COM Users
&% Fvent Log Readers

P Guests
TS USRS

P Metwark Configuratio..,

M Perfarrnance Log Users

& Perfarmance Maonitar ..,

M Poer Users

-4 Rernote Desktop Users
M Replicatar

P Users

P Hormellsers

Description

Sdministrators have complete and unrestricted acce..,
Backup QOperators can override security restrictions f..,
FMembers are authorized to perform cryptographic o..
Members are allowed to launch, activate and use Dis..,
Mernbers of this group can read event logs from loc..,
Guests have the same access as members of the User..,
Built-in group used by Internet Information Services,
Fembers in this group can have some administrativ.,
Mernbers of this group may schedule logging of perf..
Mermbers of this group can access performance cau..,
Powver Users are included for backwards cormpatibilit..,
Mernbers in this qroup are granted the right to logon...
Add to Group.., arnair

ing accidental or inten..
All Tasks 3

Delete

Renarme
Properties

Help

Change Group mermbership,

-

Select Groups in the left panel. Use the right mouse on the group Remote Desktop Users. The
sub-menu that is shown contains the option for adding an user to the group.

Removing a user's membership of the group Remote Desktop Users is also done using the ‘Add
to Group”’menu options. When clicking on the sub-menu ‘Add to Group’, a dialog is shown that
can be used for both adding and removing users.
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Rermote Desktop Users Properties @
General

% Remate Desktop Uszers

D'escription: hemberz in thiz group are granted the right to logon
rermotey

bl embiers:

A |z
A lzern2
A lyger003
B gerD0d
B ygerD0R
Al zer006
A |zer007
A lzer002

A |yzer00g i
1| ] [ b

| »

m

Changes to a uzer's group mermbership
[ Add. . ] [ Remove are niot effective until the next time the
uzer logz on.

o) Lo ) [ o

Only users who belong to the group Remote Desktop Users can have a remote session.
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Terminal Services tips from IPConsult
Performance

Enforce Removal of Remote Desktop Wallpaper

Enable this setting and fancy”desktop wallpapers will not be shown on remote desktops. This will
make the remote desktop session faster.

Limit maximum color depth

Set this setting to 15 bit. This will give decent colours for all your applications. Using 24 bit colours
will make the remote desktop session (a bit) slower and request more resources from the server,
while the user will not really notice the difference between 24 bit colours or 15 bit colours

Remove Disconnect option from Shut Down Dialog

By removing the Disconnect option, a user can not choose to disconnect his session, but only to
logoff. A session that is only disconnected consumes resources from the server because the
desktop of the (disconnected) user keeps on running and all applications keep on being active. By
forcing the user to logoff, the resources of server become available for the other users.

Currently there are some problems related to disconnected sessions. It is better to logoff then to
disconnect.

Security

Encryption and Security \ Always prompt client for password upon connection

A user can save his userlD and password in his remote desktop client. Doing so, a user only can
do a ‘touble click’on his remote desktop client, and he is logged in. He does not have to enter his
name of password, because those two are saved in his remote desktop client.

When he leaves his desk, somebody else could just fouble click”on his remote desktop client
and logging in on the server.

Using this setting all users are forced always to enter their password.

Sessions | Time outs

Several time-out options are possible. Short time-outs is always a good thing from a security point
of view.

Sets a time limit for active but idle Terminal Services sessions
This one should be for instance 30 minutes. After 30 minutes of doing nothing, the remote desktop
session will be disconnected or logged off.

Terminate Session when time limits are reached

When the time limit of 30 minutes is reached, the remote desktop session will not be
disconnected, but completely logged off. This saves resources on the server and is also saver
from a security point of view.
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Users and Groups tips from IPConsult

Membership of the group Administrators

From a security point of view not one remote desktop users should be member of the group

Administrators. When a remote desktop user is member of the group Administrators, he can
change all kind of Terminal Services settings.

':m ¥P Unlimited Terminal Services ;Iglﬂ
File Help |
I:l Zonsole Rook Mame | Descripkion |
E'fj Local Computer P':'"_':?'" _ g.ﬁ.dministraturs &dministratars have complete and u...
E‘@ lCluflmquter Configuration #8 Backup Operators Backup Operators can override secu..,
[#-[__] Software Settings — .
|:| Windows Settings Administrators Properties ﬂﬁl

i |:| Adminiskrative Templates
Eﬁ User Configuration

I:l Software Settings

|:| windows Settings ‘g Administrators
I:I Administrative Templates
Eﬁ Local Users and Groups (Local)

-] Users Description: mplete and unrestricted access to the computer/domain

General |

hdembers:

E.ﬁ.dministratur

add... | Femawve |

Normal users are not a member of Administrators. Only the user Administrator self is member of
the group Administrators.
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Remote desktop users should have only membership of the group Normal’users:

'F{h XP Unlimited Terminal Services

. =10/ %
File Help |

(1 Console Root Mame | Full rame | Description
Elf'j Local Computer P':'"_':V _ 7 administrator Builk-in account: Far administering t
E‘@ Computer ':':"-'F'g"'_rat":'n 7 Guest Built-in account for guest access ke
i % fEFt;“arE :etttt.lngs QHEIp.ﬁ.ssistant Remote Desktop Help Assi...  Account For Providing Remoke Assi
indows Settings
FbR
: (27 Administrative Templates Q . o
E@ Iser Configuration RbR Properties —Iﬂ
% ﬁftdware :etttt.lngs General  Member OF | Profile I
- indows Settings
[H-[20 Administrative Templates b ember of:
[=-#%7 Local Users and Groups (Local
Q ps ) gHethe Deskiop Users
a Lsers g
[ Groups B4 Users
add... Femayve |
i B
| (] | Cancel Apply | —

The normal users 'RbR”is member of Users”’and ‘Remote Desktop Users’
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Application Control
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Modes

Application Control has 3 different modes op operation:

Application control mode

{~ Mo application control. Users always see a complete deskiop.
" Default a user sees a complete desktop, unless addiional settings apply for the user,

{* Default a uzer sees no application. Additional settings are required to give the uzer application|z).

The default mode is No Application Control! Every remote user always sees a complete desktop.

The second and third option turns on the Application Control. The difference between the second
and third option is what a user sees in case no applications are available for the user. The second
option will give the user a complete desktop without any restriction. The third option will show the
remote user a message that the Administrator has not made any application available for the user.
The remote user is not able to continue to work:

#PUnlimited D emo

'our Adrministratar haz not defined any application far pou.

Please contact your Adrminiztratar.

I Logaff

Administrator and Application Control

Application Control does also apply to the users who belong to the group Administrators. The only
one that is not under control of Application Control, is the user Administrator.

It is important that the user Administrator can not be restricted using Application Control, because
if he gets restricted, he can not start the Maintenance program any more in order to fix his
restrictions......
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Users, Groups and Applications

Example:
@KPUnlimitEd iz Maintenance Demo :: ¥ersion 1.9 =10 x|
En:nntrn:nll Suppn:nrtl Terminal Services  Applications I Translatel Wwieh Server
Hlv|=]
bMode Users, Groups and Applications I
Eg RbR ;I Dizplay name az sh| Path\filename [F3 for browsin
ﬁ App---2: Mozilla FireFox ﬁ! App--1 [Motepad D wwmphnotepad. exe
,@ﬁ App----3: Open Office Wit —| fipp--2 EMozila FireFos i D:\Pragram Files\Mozilla Firef
RbR Test g
m st = App-—-3 |Open Office Write | D:5Program Files\0 penOffice
EEI--@ et App---4 M5 Woard D:\Program Files\Microsoft O
@ best3 App—-5 |$mshelpl D\ PYPCHEALTHAHELPI
@ testd | | App--6 |$mzhelp2 D\ PYPCHEALTHAHELP
m HpL Pl App--7 |Sales Document | DovProgram FileshexampleOp
EI--JE faraups App--8 |'WordFad D:WPrograrn Fileshwindows M
@ Adminiztrators
@ Backup Operators
@ Guests b
@ Metwork, Configuration O perate
@ Powveer Users
E@ Remote Desktop Users
ﬁ.' App---1: Hotepad -
1| | » 1 | |
(] Exit
The group Remote Desktop Users”has the applications:
« Notepad
« Mozilla Firefox
« WordPad
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Read, Verify and Save

The button bar contains 5 buttons:

ﬁﬂead | ;:gl"v"erif_l,l | %:Save | @Hesturel @Backupl

«  The Read button reads the configuration as it is saved in the Registry. Any recent changes the
Administrator has made without using the Save button, will be lost when reading the settings
from the registry.

« You can use the Read button to feset’any changes you just made which should not have
been made.

« You can use the Read button to te-read’the users and groups in case you made some
changes like defining new users.

« The Verify button checks the consistency of the settings. For example, in case users are
deleted, they will be shown with a red cross. In case a File\Pathname of an application does not
exist, you will be informed.

« The Save button will save the configuration including all changes the Administrator has made.
Please note that, prior to the actual saving, a Verify will be done. In case of inconsistencies like
non-existing applications, these inconsistencies will be fixed automatically.

«  The Backup button saves the Application Settings in a file.
- The Restore button reads the Application Settings from a file.

IPConsult BV Manual XP Unlimited software 42



X UNUINMITED

Version 7.x - Classic - 1 October 2010

Adding Applications

The table with Application behaves like a table in your word processor. Using the TAB-key you can
jump through the fields. When you use the TAB-key while the cursor is in the most-right, most-
bottom location, a new line for a new Application will be made available.

An Application has a name and a Path\Filename. You can use the F3-key or double-click for
browsing for executables. The name will be shown in the Startmenu of the remote user.

Do not forget to save the new settings using the Save button.

Selecting Applications

The first column is used for selecting Applications. By clicking on the first column you can (de-)
select any Application.
By using the right-mouse on the first column, a small popup menu appears for some smart select
options:

Select Al

Select Mone

Imvert Selection

Delete Applications

Deleting an Application implies that it will be deleted from the table. It will not be deleted, removed,
un-installed, etc, from the server.

Select the Applications that should be deleted using the first column and click on the Delete
button. Example:

Dizplay name as sh| Pathhhlename [F3 for browsing)

App-—-1 [ARIEEEN] [=pu_durmrmy_app]

b ozilla FireFox D:\Program Fileshhozilla Firefoxhfiref

Femove selected application(s) from the |ist|1 FilestOpenDffice.orgl. 1.
b5 wiord C:\Program Filez'Microsaft Qffices0l

Appl and App4 will be deleted from the table.

Do not forget to save the new settings using the Save button.
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Assigning Applications to an user or group

1. Select the Applications
2. Select the user or group
3. Click on the Assign button

Example:

Mode Useers, Groups and Applications |

@ kees ;I Dizplay name as sh| Pathhfilename [F3 for browsing]
Elm RbR ﬁl [#pL_dummmy_app]

App--2 |Mozilla FireFox D:4Program FileshMozilla Firefoxhfiref
@ FBA Test App---3 |Open Office Wiite | D:\Program Files\OpenOffice.orgl 1.
m st App--4 |M5 wWord D:4Program FileshMicrogoft Oficet0l

@ best?
EI--@ Groups j%
@ Adminigtrators | 5

g B ackup Operatars . .ﬁ.ldd selected application(s) ko the user ar grn:nup|
e B 2

App 1 is selected. User test2 is selected. By clicking on the Assign button, user test2 gets the
Application FireFox.

Do not forget to save the new settings using the Save button.

Removing Applications from user or group

1. Select the Application.
2. Click on the Remove button.

g test] App-—-4 M5 Ward D:%Program Fi
E@ bests

5@ Groups ;
@ Adrinigtrators ;ﬂ
g Backup Operators E Remove an application from a user of group
Giiests T

Do not forget to save the new settings using the Save button.
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Zero Assigned Applications

In case the third Application mode is chosen, and the remote user has no assigned Applications,
the remote user will see the following message:

#PUnlimited D emo

'our Adrministratar haz not defined any application far pou.

Please contact your Adrminiztratar.

I Logoff

One Assigned Application

In case a user has 1 (one) assigned Application, this application will be started directly after a login
and will be shown full screen. When the user closes the Application, the remote session will be
terminated.

Please note that sometimes an Application can not be shown full screen because the Application
does not enable or support full screen. The default calculator of Windows is an example of an
Application that can not be shown full screen.

See also Hidden Applications. A Hidden Application does not ‘tount’. In case an user has 1

Application and 3 Hidden Applications, this 1 not-hidden Application will be started directly after
the login.

IPConsult BV Manual XP Unlimited software 45



X UNUINMITED

Version 7.x - Classic - 1 October 2010

Several Assigned Applications

In case an user has 2 or more assigned Applications, a small Startmenu button will be shown in
the upper-left corner of the screen.

[od]

This Startmenu button gives the user access to the assigned applications:

>

# Open Office Witer

@ hMozilla Firefox
_J Log off

The difference between 1 or more Assigned Applications is the Startmenu button. In case of 1
assigned Application, the Startmenu button will not be shown.

Sub menus

Using a\ in the Display name of an application, the System Administrator can create a sub menu:

Example:
Mode Users, Groups and Applications |

E 2 Blel als|

m bestlE Display name as shown to the us{ Pathfilename (F3 for browsing)
@ testl19 App---1 E:\Program Files\OpenOffice.org 2. 0hprogram'switer. exe
@ test020 App--2 |Office’Doing some calculations | E:AProgram Files\OpenOffice.org 2.0%programtscale. exe
g spuconsole App---3 | IntemethBrowser E:\Program Files\i ozilla Firefouhfiefox. exe

g Graups o App--4 |Intemetichatten E:A\Program Files\hMessengerimsmsgs. exe
@ Administrators

@ Back-upoperators

Elg Esterme bureaubladgebruikers
5 Appe-1: Officetwriter

: ----2: OfficetDiaing som

-3 IntemethBrowser

----4: Internethchatten

[ 4 Y-

The System Administrator has defined 2 sub menus, called Office and Internet. Both sub menus
contains each 2 applications.

The menu items can be sorted using the Up- and Down button above the Applications.

The user experience is as follows: (next page)
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IE luzerdm

7] Simple Editer b
w FireF o

Im b
__] Seszion

A'E,*Etartl

The user can select the submenus, and the Applications will appear:

IE luzer00
7] Simple Editr -
F_-+< hotepad
?T 1nrite:
E‘ FireF o
3
__] Session

A'Bﬁtartl

The user experience is slightly different then the default Startmenu as shown by Windows. This
way showing the applications has the advantage that all applications are also visible and
selectable on small devices like PDAs.

Only 1 level of sub menus

Only 1 level of sub menus is possible. Do not specify 2 slashes in a displayname.

Restrictions

It is not possible for the user to start any application that is not within the list of assigned
Applications. In case the user tries to start anything outside the list of assigned Applications, a
notification is shown:

Restrictions |

@ This operation has been cancelled due to restrictions in
effect on this computer. Please contact vour system
administrator,

k.
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Apply strict or relaxed Application Control

Strict Application Control means that your users can only start those programs you have assigned
to them. Sometimes this is to strict. It is possible that an application needs to start all kind of other
(sub)-applications. When using strict Application Control, this is not allowed.

From a security and stability point of view is strict Application Control desirable; it prevents that
unwanted programs are started by users.

However, if strict Application Control is to strict for your applications, the Administrator can select
Relaxed Application Control. This still implies that the user only sees the applications that have
been assigned to the user. However, if an application tries to start another (sub-)application, it is
allowed.

Sometimes this setting is needed for your applications. Please note that from a security and
stability point of view it is not as good as strict Application Control.

D:untn:ul] Suppl:urt] Teminal Services  Application |L|:u:uk-.-'1‘-.n|:|-Fee|] Wb Server] F'rinter]

|E= Read | @ Werify @ Restore | @ Backup |

Made l Ilzerz, Groups and Applications ]

Application contral mode

" Mo application control. zerz aways see a complete desklop.
f« Default a uzer zees: a complete deskiop, unless additional settingz apply for the user.

" Default a uzer zees no application. Addtional zettingz are required to give the uzer application(z).

Application control type

+ Apply stict Application cantral [recammended]

" Apply relased Spplication control

Start benu Title

Zlzemame?

The next paragraph is about Hidden Applications. By using Hidden Applications, you might be able
to avoid the use of relaxed Application Control.
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Hidden Applications

Sometimes an Application starts another Applications. These sub-applications should not appear
in the Startmenu of the user, but the user should be allowed to run these sub-applications.

Any Application with a name that starts with a $ (dollar sign) is a so called Hidden Application.
Example:

P E : Digplay name as =h| Pathhfilename [F3 for browsing)

Q REbR Test App----1 [=pu_durnrmy_app)]

m test] ﬁl App--2 |Mozila FireFox D:A\Program FileshMozilla Firefox\firefor. exe

Eg test App---3 |Open Office white | D:AProgram Files\O penOffice.orgl. 1. 45programsoffice. exe
[ ]Ef App---1: Hotepad
_____ ﬁ App--5: $mshelpl Appe--4 M5 word D:AProgram FileshMicrozoft OfficehDifice’WINWORD.EXE
o ﬁ App-—6: $mshelp2 App-5 |$mzhelp D MwePYPCHEALTHAHELPCT RMBinaniesshelpotr exe

I':'Ig Groups il App-6 |$mzhelp DN PYPCHEALTHYHELPCTRABinanes\HelpHost. exe
..M pdministrators o Ry

User test2 is allowed to start the default Help-programs of Windows. Those help programs can be
started by Notepad or by pressing F1.

Hidden implies that the user can run the Application, but it is not shown in the Startmenu of the
remote user.

Nag screen

The demo version of XP unlimited shows a nag screen after a login, in case Application Control is
used:

XP Unlimited

‘_il) This is the demao version of XP Unlimited

This nag screen is not shown when using the full, unlimited version of XP Unlimited.
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Command line parameters and Startup Folder

An Application can have a specific Startup Folder. The default Startup folder is the folder where
the programm is located.

You can also specify 1 or more optional Command Line parameters.

Dizplay nan'l PathMfilename [F3 for browsing] |Startup Folder [optional, F3 far browsing)

App--1 [mwdpp E:%Program Files\spl) nlimitedspuT estT oolShowCommandLineP arms. exe

Lpp----2
App--3 [FireFox E:\Program Files\Mozilla Fireforhfirefor. exe

E:wmindowshapstem3I2hnatepad. exe E:\Documents and Settingshiusernamer:

bpp--4 [wirite E:\Program Files\windows MT\Bureau-accessoires\wordpad. exe

App-—--a | cmdfile E:A\Program Fileshspl)nlimitedhstarttapp. crd

&pp--6 [Thiz |5 Me | E:\Program Files\spUnlimiteds=puT estT ool ThislsMe.exe

Commandline [optional] | Startup |

param] paramz "this is param 3 [ @ 2
()=

hittp: A, spunlimited. nl Fm=
A0
[
3

Usualy the character $pace”is used to separate the parameters. You can use double quotes in
case a space is needed within a parameter.

Environment variables in Command line Parameters and Startup folder

If you open a classic Dos-box, you can type the command $et’ It will show you the available
Environment variables” Most of the environment variables are always available on every
windows-system. Sometimes there are a couple of extra environment variables that are only
available on your windows-system, because they are the result of some kind of application you
installed.
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Example of environment variables that are always available:

WINDOWS system32 . cmd.exe

Microsoft Windows HP [versie 5.1.26881
CC>» Copyright 1785-2801 Microsoft Corp.

E:~Documents and Settings“rhriset
ALLUSERSPROFILE=E:“Documents and Settings“~All Users
APPDATA=E:“Documentsz and Settingssrbr“Application Data
CommonProgramFilesz=E:“Program Files“Common Files
COMPUTERHNAME=TESTXFP

ComSpec=E:“WINDOWS“zyzstemd2scnd.exe

FP_MWO_HOST_CHECK=MO

HOMEDRIUE=E:

HOMEPATH=“Documentz and Settings“rbhr
LOGONSERUER=“~TESTHF

HMUMBER_OF_FROCESS0ORS =1

05 =Windows_NT

Path=E:~WINDOWS system32 ; E:~WINDOWS ; E:~WINDOWS S ystem3 2~ Whem
PATHERT=.COM; .EXE; .BAT; .CMD; .UBS; .UBE; .JS; .JSE; .WEF; .WSH
PROCESS0OR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family & Model 8 Stepping B, AuthenticAMD
PROCESS0R_LEUVEL=6

PROCESS0OR_REUVISION=B80A

ProgramFiles=E:“Program Files

PROMPT=5P5G

SESSIONMAME=Console

SustemDrive=E:

SustemRoot =E:~WINDOLWS

TEMFP=E : ~DOCUHE™1~rbr~LOCALS ™1 Temp

THP=E : ~DOCUME™1“rhr~LOCALS ~“1~Temnp

USERDOMAIN=TESTHRF

USERNAME=rhr

USERPROFILE=E:“Documentsz and Settings“rhr
windir=E:~WINDOWS

E:~Documents and Settings“rhri_

Examples how to use Environment variables

You can use those environment variables in the command line parameters. Examples:

Command line parameter or Startup folder  Result for user rbr

E:\documents\%username% E:\documents\rbr

%userprofile%\some folder E:\Documents and Settings\rbr\some folder
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Environment variables , Escape character &

Within a command line parameter you can use the & character for special character in the range
$01 .. $FF (hexadecimal between 1 and 255).
The & character is used as a so called escape character. Examples:

Command line parameter or Startup Folder Result for user rbr
E:\documents\&25username&25 E:\documents\%username%
E:\documents\&26username&26 E:\documents\&username&
E:\documents\&22username&22 %username% E:\documents\lUisername”rbr
‘E:\documents\username”%username% ‘E:\documents\username”rbr

Take a good look at the last 2 examples: the first occurrence of username is not considered to be
an environment variable because it is not enclosed in %. In the third example it is enclosed in &22.
This is the hex-value of the character | so result will be tisername’.

The second occurrence of username is considered as an environment variable because it is
enclosed in %. Therefore it is replaced with rbr.

The &XX appearance in a command line parameter will always be translated to a character:

Command line parameter or Startup Folder Result for user rbr
E:\documents\&25username&25 E:\documents\%username%
E:\documents\&25username&25” E:\documents\%username%"
E:\documents\&26username” E:\documents\&username”
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Test tool ‘How Am | Started”

From our website you can download a free testtool called How Am | Started. It can assist you in
testing and understanding of command line parameters and environment variables:

} XP Unlimited :: IPConsult BV - Testtool: How am | started? - Mozilla Firefox

Bestand Bewerken Beeld Ga Bladwijzers Extra Help

QEI - E> - @ @ | http:/iwww.xpunlimited.com/fagfindex php?action=artikel&cat=4&id=47

XP UNLINITED

Quick search... Testtool: How am | started?
Go | When starting an Application, you can change the so called Window-state (Maxi

You can also specify command line parameters.
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Windows Character Map

You can use the default available ‘tharacter map tool’for obtaining the hex-value of characters:

i Character Map =101 x]

Eont : I Finedsys ;I Help |
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Characters to l:l:up_l,l:l | Select I Copy

¥ Advanced view

Character set ; IUﬂiCDdE j Go to Unicode ; I

Group by I-"-"-ll j

Search for I Search |

Character Code : 0x25
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An Application can be started as follows:

=]

]

(=

Autorun

Maximize

Minimize

Visible

The Application will be started directly after the login of the user. Multiple
Applications can be flagged as Autorun (as many as you want....)

When started, the Application will be initially shown Maximized. The user is
able to Restore or Minimize the Application.

When started, the Application will be initially shown Minimized. The user is
able to Restore or Minimize the Application.

Default all Applications are shown Visible. An Application can be flagged as
fot shown Visible’aka Hidden” An user can not interact with a Hidden
Application.

This option is useful voor starting CMD-files which will start another
Application.

In combination with Autorun, you can start some kind of Hidden Service
application for the user, without showing it. For instance, you might use it to
start some Anti Virus client software without showing it to the user.

Read carefully: Hidden implies here that the 'form' or 'window' of the
application is hidden. It is NOT hidden from the menu.

If you want an application to be hidden from the menu, see the previous
chapter Hidden Applications and start reading about the dollar sign in the
name of the Application.
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Application Control and Explorer / Desktop

When you do not use Application Control as described in the previous chapter, an user does see
the default Windows desktop.

Showing the default Windows desktop might be desirable, because this is what the user does
expect. However, the desktop should be restricted, because otherwise the users might make a
mess of their desktop.

A special combination of Explorer / Desktop and our Application Control is possible, such that the
user sees a default desktop, but everything restricted.

This special combination of Explorer / Desktop and our Application Control does assume that you
select Restrict Application Control”

D:untn:ull Suppnrtl Teminal Services  Applications | Translatel Cramain a"WDrkgmupl
Hlvl=l

Mode | Uzerz, Groups and .ﬁ.pplicatinnsl

Application control mode

{~ Mo application contral. Users always see a complete desktop.
e Default a uzer sees a complete desktop, unless additional settings apply for the Lser.

" Default a user sees no application. Additional settings are required to give the user application(z).

Application control type

f* Apply stict Application contral [recommended}

= Apply relaxed Application comtral
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Assign Explorer.exe

In the following example Explorer.exe is assigned:

ﬁ Read | Q‘Jerify | %: Save | @ Restare | [9 Backup |
Mode Uszerz, Groups and Applications |
-2 JEWEL -
5@ Uzers ﬂﬂ ilzl
@ admin0n Dizplay name] Program name (F3 for browsing) |Sta| Cnmr| Startup |
‘g admin001_spu_1 App---1 fIE [:WProgram Filestnternet Explorertiesplore. exe ===
m admin001_xpu_2 App--2 |FireFox [:%Program Files\Mozila Firefoxhfirefox. exe EE=
- admin001_kpu_3 spp—-3 |$Deskiop | D:AWINDOWS \esplorer. exe =IE=
R ¢ admanD'I_r:pu_ei &pp—-4 [00%writer | D:\Program Files\0penOffice.org 2. 14program‘swriter. exe AE=
% ::2::331_:53_2 il App-—--5 |00%generic | D:\Program FilestOpenOffice.org 2.14programbsoffice. exe ===
m admin001_spu_7 _PI App—& |004Calz D:%Program Filesi0penQffice.org 2. 15programbscalc. exe (=
g adrin007_wpu_B App—-7 |Ewplarer D I DOW Shewplorer exe Eo=
- admin002 Lpp—8 |Motepad | D:AWINDOWS notepad. exe AC=
.87 adrin003
47 admin00d
47 admin005
47 admin00g
47 admin00? _Iﬂ
1| | B

* A hidden application is defined, called $Desktop.
» Because of the dollar sign in the name it is hidden. The user will not see an entry called
Desktop”in the Start menu.
* Whenever an user has Explorer.exe in it's list, it will always be started. It is not required to select
the Autostart-option. Explorer.exe will be auto started anyway.

Explorer.exe is always auto started

You might want Explorer.exe to be optional, like €xplorer.exe”with a commandline parameter
containing c:\my documents. This is possible and is described a few pages further.

However, when an user is assingned Explorer.exe, it will always be auto started, because when
Explorer.exe is started for the first time, it will always create and show a desktop. This is build in
Explorer.exe; this is how Explorer.exe is made by Microsoft. Therefor it is not possible to show the
user his documents-folder and not having a desktop with a taskbar, etc.
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Default Start Menu of the desktop is replaced by XPU Start Menu

el EUntitled—Notepad
File Edit Format “iew Help

hozilla F

B Applications for luger001

1

|T| Wordpad
- Calo
e' FireFox
LE] Session

In the example above, the users can only start Notepad, Firefox and Wordpad. The default
Windows Start menu is replaced by the restricted XPU Start menu.

In case the user attempts to start something else, the following message will appear:

F =

Restrictions

| This operation has been cancelled due to restrictions in effect on this computer, Please
" contact your systern administrator.
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It is possible to mention Explorer.exe in the menu of an user. Example:

@?CPUnlimited - Enterprise :: Maintenance Demo : yersion 2.2 -0l x|
D:untn:ull Suppnrtl Teminal Services  &pplications |Tran$late| ko Lognnl Drarmain a’W’u:urkgrnupl Load Ealancingl Wwieb Server

% Read | @ Wenify | %: Save | Restore | @ Backup |
Mode Uszers, Groups and Applications |
ERCNEEN - Bl &
o #le A=l
EI@ Groups Diizplay name| Program name [F3 for browsing] |Staltup| Commandline [nptio' Startup
g Adrimiztratars Gpp—1 [$Desktop  : DwWINDOWShexplorer exe I =
M8 Backup Operatars App--2 |IE D:4Program FileshInternet Ewplarerhi EE=
g Guests &pp-—-3 |FireFox D:\Pragram Files\Muozilla Firefoxifire EE=
% EE"W'J"U‘ Configuration Upe 2 fipp—4 |Own Folder | D:\wINDOWShexplorer. exe “ZHOMEPSTHZ" | (& 010
ower Llsers | - : : :
[—]--g Fiemote Desktop Llsers - App--5 |00%Wiiter  D:\Program Files\OpenQffice.org 2. 2O =
_____ ﬁ App—1: $Deskiop | App—-& |00%enenc  D:\Program FileshOpen0ffice.org 2. HE=
..... ﬁ App—3: FireFox App--7 |00%Cal: D:MWProgram FileshOpenOifice. org 2, =E =
----- ﬁg App-—-4: Own Folder App—8 |Motepad DohdIND DS hnotepad. exe F ==
..... i App-5: 00%writer
----- ﬁ App----B: O0%generic —
..... i App—7: 00\Cal
----- ﬁ App----8: Motepad
@ Replicator ~
4| | E 1| ]
Toagle: “isible / Hidden. In case Hidden, a user cannat interact with the application, )
Ulze thiz for starting ChD-files which will start another application. E Exit

* A menu entry called Own Folder”is assigned to the group Remote Desktop Users.
» Above the menu entry Own Folder’the hidden menu entry $Desktop is assigned.
» Because of $Desktop (and because of ‘Own Folder), the user gets an desktop.

* The menu entry Own Folder’will appear in the Start menu of the user.

» The menu entry Own Folder”is also flagged as auto start. This is optional and just an
example.
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The desktop of the users looks as follows:

= admin002

Edit  Wiew Faworites Tools  Help
O Back - -\) - lﬁ p Search Il_'“ Folders v
Address I@ DiDocuments and Settings adminddz
Y
File and Folder Tasks % D Cookies
(75 Make & new Folder
€ Publish this Folder to T
- the Weh | Deskiop
@ FireFox Lg @ *
= Favarites
53 Owen Folder rts and
@ -
Jments |
g \Writar | My Documents
= Documents
generic puker
[/ Calc otk Places [ D Start Menu
[k MNotepad LI
| LogOff

@ start| 5 adminooz
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Start Menu Title

It is possible to change the Title of the Start Menu as presented to the user:

|u Applications for luser001
=N otepad

-I:Dntrcull Suppl:urtl Teminal Services  Application |'W'e|:u Serverl

% Read o Werify @ Save 1 Restare

Made | Ilzerz, Groups and Applications I

|7 Applications for ZUzemame?
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Next: do some tuning with Policies

'fi ¥P Unlimited Terminal Services 1Ol =]
File Help
I:l Console Rook Setking I Skake | il
E‘-E'j Local Computer Policy 54 Remave Documents menu From Start Menu Mot configured
E‘@ Computer Configuration @ Remoyve programs on Setktings menu Mok configured
: I:I Su:!Ftware Sett.ings 5 Remove Network Cannections Fram Start Menu Enabled
I:I Wln':_lc'_ws Sn.attlngs @ Remove Favaribes menu From Stark Menu Mok configured
é‘m--Iile;ﬁ.él:;?:Z:?;EruenTemplates @ Remove Search menu From Start Menu Enabled
|:| Software Settings @ Remove Help menu From Start Menu Mok configured
|:| windows Settings @ Remove Run menu from Skark Menu Enabled
E||:| Administrative Templates @ Remove My Pickures icon From Stark Menu Mok configured
(2] Windows Components @ Reemove My Music icon fram Stark Menu Enabled
a Start Menu and Taskbar @ Remove My Metwark Places icon From Start Menu Mot configured
|:| Desktop @ Add Logoff to the Start Menu Mok configured
I:l Control Panel @ Remove Logoff on the Start Menu Mok configured b
----- (L1 shared Folders @ Remove and prevent access ko the Shut Down command Mok configured
I:I Mebwork @ Remove Drag-and-drop context menus on the Start Menu Mok configured
[+ System @ Prewent changes to Taskbar and Start Menu Settings Mok configured
E‘ﬁ Local Users and Groups {Local) @ Remove access to the context menus for the taskbar Enabled
o (] Users @ Do nok keep histary of recently opened docurments Mok configured
+( Groups @ Clear history of recently opened documents on exit Mok configured
@ Turn off personalized menus Enabled
@ Turn off user tracking Mok configured
@ add "Run in Separate Memory Space” check box to Ru.., Mok configured LI
Extended :i\ Standard f
| | |

A few policies as an example of restrictions for the users. Some of them are not relevant any
more. For example, all those policies related to the Start menu are not relevant any more because
the Windows Start menu is not showed at all.
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=10l x|

7] Console Foot
EI_‘;j Local Computer Policy
El@ Computer Configurakion
- B[] Software Settings
[:l Windows Settings
: I:l Adrinistrative Templates
El@ User Configuration
D Software Settings
[:l Windows Settings
ElI:l Adrinistrative Templates
(L3 windows Components
[L] Start Menu and Taskbar
a Deskkop
[:l Control Panel
(L) shared Folders
[ Metwork
I:l Syskem
EEI---Q Local Users and Groups (Local)

Sekking

Stake

[active Deskiop

|:| Active Directary

ﬁ Hide and disable all ikems on the deskiop
@ Remove My Documents icon on the deskkop
@ Remove My Camputer icon on the desktop
@ Remove Recycle Bin icon From deskiop

@ Hide My MNebwark Places icon on deskkop
@ Hide Internet Explorer icon on deskiop

@ Prohibit user From changing My Documents path
@ Praohibit adjusting deskkop toaolbars

@ Don't save settings at exit
@ Remove the Deskiop Cleanup Wizard

@ Femove Properties from the My Documents ca, ..
@ Remove Properties From the My Computer cont, ..
@ Remove Properties from the Recycle Bin conte, ..

@ Do not add shares of recently opened docume, ..

@ Presrent adding, dragging, dropping and clasin. ..

Erabled
ok configured
Mot configured
Mok configured

Enabled

Enabled
ok configured
Mot configured
Mok configured
Mot configured

Enabled
ok configured
Mot configured
ok configured

Enabled

Extended }, Standard ;"'

A few policies as an example of restrictions for the users.

Do not test it in a production environment

You should test this on a separate Test environment before trying it in production. For instance, if
you apply to many policies or to many restrictions, you might restrict yourself and you might not be
able any more to reverse the restrictions. In such case, a reboot of the XPU-server in Safe Mode

is required, which is not desirable in a production environment.
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Client software

A XPUnlimited server can be used with the default client software as available on Windows, Mac
and Linux:

«  Windows: RDP 5.x or higher

« Mac and Linux: rdesktop. Preferable 1.41 or higher.

The default Windows RDP client software as delivered by Microsoft does have some 'annoying'
popups. Specific the RDP client of Vista, although showing 'annoying' popups to the user is part of
the normal Vista user experience.

As an extra you can find client software for Windows on the XPUnlimited server. Inside the folder
%program files%\xpunlimited you will find our client called xpuWin32client.exe. Using the XPU
client does avoid the popups.

The xpuWin32client is the same client that is used for the Seamless- and Load Balancing
functionality as available in the Enterprise version of XPUnlimited. Because of this, it does show
some options that are not available in the Classic version of XPUnlimited.

P

EZ XPUnlimited Client o] @ /[

XPUnlimited

Load Balancing :: Seamless

Authorization | Settings | Support | Connections |

Usemame: |I.|ser

Password: |=*°‘°‘°“=‘°"°ic

[ Save my password

Domain: ||:I|:|main

Host: [10.1.2.3

aty Connect | @ Close
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Settings

The first group of settings do belong to the Enterprise version of XPUnlimited and can not be used
with the Classic version of XPUnlimited.

I Sl vz for Rl E e otz

Full Screen

3

Apply Windows key to the server -

[
[
[
[
v
[
[
[

The remaining settings on this tabpage do show the same options as know by the default
Microsoft RDP client.
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Save My Password (in a RDP-file)

The xpuWin32client, like the Microsoft client itself, does have the option to save the password.
When this option is selected, the next time the xpuWin32client is started it will start with the user
and password of the previous use.

The password is written in the file %pu_farm.rdp”in the folder Local Settings of the current logged
in user. Please read this carefully; the user mentioned in the previous sentence is not the user
that is logged in the Domain, but is the user that is using the local client PC. This client PC can be
a WXP-PC or higher, and this client might request a local login before this PC can be used.

So, the password is written in a RDP-file, which is placed in a folder that belongs to the local
logged in user.

The password in a RDP-file is written in such a way that the password can only be used again on
the same PC and same local user. You can copy the RDP-file to another-client-PC, but the
password can not be used or interpreted on another client PC.

Next to this, the RDP-file is written in the folder Local Settings of the current logged in user. If the
Administrator has done a good job, no other users are able to access the folder Local Settings.

Pre-defined RDP-file

It is possible to start the xpuWin32client with a pre-defined RDP-file; just specify it on the
command-line. Every parameter in the pre-defined RDP-file will be used by the xpuWin32client.

The password in the pre-defined RDP-file can only be used in case the RDP-file is generated on
the PC where the RDP-file is used. Otherwise, the password in the RDP-file can not be used, and
the user will be asked to enter his / her password. This is not a limit of the XPUnlimited or the
xpuWin32client; this is a security feature of Windows. Because the password in the RDP-file can
only be used when the RDP-file is created on this specific Windows client, it is not possible to
Steal’the password by copying the RDP-file. The obvious disadvantage is that an Administrator
can not globally distribute predefined RDP-files with userIDs and passwords to all Windows
clients.

When the xpuWin32client is started with a pre-defined RDP-file it will automatically login to the

XPUnlimited server. When the user ends the session, the xpuWin32client will terminate itselves.

Logfile

The xpuWin32client generates a logfile called xpUnlimited_FarmClient.log in the personal
%tmp% folder of each user. The Administrator can use this logfile for analysing problems.
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Support

In case of issues related to xpuWin32client, the 3th tabpage contains a button which will create a
ZIP Support File on the desktop, and which can be sent to us by email.

IPConsult BV Manual XP Unlimited software 67



X UNUINMITED

Connections

The client software is able to handle multiple connections to multiple XPU Servers.

EZ ¥XPUnlimited Client o] @ [

XPUnlimited

Load Balancing :: Seamless

Autharization | Settings | Support  Connections

i~ Single connection usage

e Multiple connection usage

Folder far RDP-Connection files
C:Userswuser Deslktop  ROFP Folder |2 Folder
HP Unlimited connection. rdp
- Duplicate
[17] Rename
2] Delete

« The button Folder can be used to change the location of the multiple RDP-files.

The button Duplicate can be used to copy the selected connection.rdp file to a new one.
The button Rename can be used to rename the selected connection.rdp.

« The button Delete can be used to delete the selected connection.rdp.

Changing the settings of a selected RDP file, is done using the other tabpages:

« First select one of the rdp files.

» Goto the tabpage ‘Settings”and change whatever needs to be changed.

» Goto the 1th tabpage ‘Authorization”and enter the details like username, etc. These will be
placed into the selected rdp file.
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Integrated Web server
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Introduction

The integrated web server offers browser based access to a XP Unlimited server. Remote desktop
access is possible using only a browser.

Supported browsers

Unfortunately not any browser can be used; only Microsoft Internet Explorer can be used. This is
caused by the fact that the integrated web server is based on Active-X components, and Active-X
is only possible using Microsoft Internet Explorer.

A so called java based RDP client is available and using this it should be possible to have a web
server that is based on Java. However, there are many small but important details related to the
strict security within Java that prohibits us to deliver an easy and usable web server based on a
java object.

Editing the HTML

The demo version of XP Unlimited does limit your options for changing the layout of the pages as
served by the integrated web server. The full version does give you the possibility to change the
layout in any way you want.

Please note: the support of IPConsult is limited to XP Unlimited. We will not support you on how
to write HTML, CSS, or other web page issues’ It is OK with us if you change the HTML-pages as
served by our web server, but it is your responsibility to ensure you write valid, usable and working
HTML-pages.

We do appreciate the books from O'Reilly. Go to to their website and search for HTML-books.

http://www.oreilly.com/
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Starting the web server

Within our Maintenance Program is tab-page for the web server:

. Eu:untru:ull Suppu:urtl Terminal Sewicesl Application  ‘web Server |

v
C:AProgram Filesh<PUnlimited s

When changing a parameter, click on Apply. The parameters will be immediately applied. So, if
you select the checkbox, and click on Apply, the web server will be started right away.

When you click on Apply, the web server will be stopped, and depending on the checkbox started
again. Stopping and starting the web server does NOT affect current remote desktop session with
the XP Unlimited server.

When the checkbox is checked, the web server will also be started when the XP Unlimited server
is rebooted.
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Location of the WWW folder
The default folder for the HTML-pages is below the Program Files folder of the XP Unlimited

software:

[ _inix]
File Edit Miew Favorites Tools  Help '1.’
\,_,.)’ Back - \,_..-‘I - le‘ P ) Search Folders = x n | E -
Address |5 ©:\Program Files\#PUnlimitedmem j Go
Mame = | Sizel Type | Drate Modified -
:EI‘EIEI.HTML SKE HTML Docurnent 17-6-2007 2046
@404_Fi|E.HTML SKE  HTML Docurent 17-6-2007 2046
@4DE.HTML SkKE  HTML Document 17-6-2007 2046
@cu:untent_l:uackgru:uund_image_c. o 1KE ACD3es PHNG Image 17-6-2007 20:46
@cu:untent_l:uackgru:uund_image_c. o 1KE ACD3es PG Image 17-6-2007 20:46
@cu:untent_l:uackgru:uund_image_c. o 1KE ACDSes PNG Image 17-6-2007 20:46
@n:n:nntent_l:nackgrn:nund_image_l. . 1KB ACDSes PMG Image 17-6-2007 20:46 —
@u:u:untent_l:uau:kgru:uunu:l_image_l. . 1KE ACDSes PMG Image 17-6-2007 20:46
@l:l:untent_l:uackgruund_image_l. o 1 KB ACDSes PMG Image 17-6-2007 20:46
@u:u:untent_l:uackgru:uund_image_r. o 1KE ACD3es PMNG Image 17-6-2007 20:46
@u:u:untent_l:uackgru:uund_image_r. o 1KE ACD3es PHNG Image 17-6-2007 20:46
@u:u:untent_l:uackgru:uund_image_r. o 1KE ACD3es PG Image 17-6-2007 20:46
m ContentTypes, CFG 1KE CFGFile 17-8-2007 20146
@index.html 6 KB HTML Docurnent 17-6-2007 20:46
ﬁmenu_l:uackgru:uund_image_ce. . 1KBE ACDSes PMG Image 17-6-2007 20:46 ;I

29 objects 423 KB | ¢ My Computer v

Version 7.x - Classic - 1 October 2010

When you change the location to something else, and click on the Apply button, the default HTML-
files will be created in this new location.
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Security / Limitations of the integrated web server

The integrated web server is limited to:

« HTTP Get and Head command. Anything else like HTTP Post is not supported.

This implies that the integrated web server can not be used for ‘accessing’, tipdating”or Writing”
to the www-folder. There is no logic within the integrated web server to do such thing.

Our integrated web server has nothing to do with Microsoft Internet Information Server (lIS) and is
not based on IIS; it does not use any IIS code; it is a completely self-developed web server.
Updates from Microsoft related to IIS are not required for a XP Unlimited server.

The objects / files in the WWW folder are accessed by the web server using Read and Share
right” This implies that the WWW folder can be made read only and that the web server does not
try to get write, lock or update access to the WWW folder.

The only exception to the previous statement is, when the web server is restarted with a new
WWW folder path, it does write to the WWW folder, because then the www server and
Maintenance Program will write the default HTML-objects in the new WWW-folder.

We should mention the following: because of the Active-X object as served by the web server,
only the browser Microsoft Internet Explorer is supported. This browser does have its peculiar non-
standard, proprietary behaviour. For instance, sometimes this browser sends the command
OPTIONS to a web server. This command is a non-standard, proprietary command that is used
between Microsoft Internet Explorer and Microsoft Internet Information Server (lIS).

Our integrated web server has nothing to do with Microsoft IIS and is not based on IIS. Therefore
our integrated web server does not support this non-standard, proprietary OPTIONS command.
The result will be 4xx errors in the logfile of our web server.

Indexing a folder

«  Our web server does not index a folder like IIS or Apache can do.

« When a client enters an URL which contains a folder and not an object, our web server
appends index.html to the URL.
« When index.html does not exist in the requested folder, a 404-error is generated.

If you want to have a folder indexed, do create a file called index.html inside this folder and keep it
up-to-date with the contents of the folder.

If you do NOT want to index a folder, and do NOT want to confront your users with a 404-error,
create an index.html file in every folder. The contents of the index.html can be a nice message and
some kind of javascript-refresh statement that loads the default index.html as located in the root of
the www-folder.

Traversing

Our web server only serves objects inside or below the WWW-folder as entered in the
Maintenance Program. Your users might want to try ../../.. in URL with the objective to traverse
beyond the WWW-folder. This is not allowed or supported by our www server.
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ContentTypes.cfg

If you change the HTML-pages and starts to serve filetypes like EXE, BIN, DMG, MP3, AVI, SWF,
etc, be sure to edit the file ContentTypes.cfg. In case the web server serves an object and its
filetype is not found in ContentTypes.cfg, the default filetype reported to the browser of the client is
application/octet-stream” The impact of this is that the browser will show a message to the user,
asking Where to save this file”

Parameters in HTML-pages

It is possible to include parameters within the HTML-pages as served by the web server. The
default Error pages do use them and can be interpreted as an example for these parameters.
A FAQ on our website describes the full list of parameters and their meaning.

Logfile

As usual with the XP Unlimited products, there is a lodfile. It is located in \Windows\Temp and it is
called XPUnlimited_www_Server.log.

The lodfile shows the following info:
date / time
Info, Warning or Error
IP Address of the client
HTTP-result code:
200 is OK
4XX is an error related to the client
5XX is an error related to the server
Hostname as entered by the client in the address bar of the browser:
The web server can be accessed using the IP Address of the server, or DNS-name.
object served:
In case of the Demo version of XP Unlimited, the objects are server from internal memory
and not from the WWW-folder, although they must exist in the WWW-folder.

The lodfile is a wrap-around logfile and will overwrite itself. The maximum size is 1 MB. If auditing
is important, the Administrator should schedule some kind of automatic backup of this lodfile.
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Using the Web Server for updating of the client software

The client software is called xpuWin32client.exe, and is installed in 2 locations:

 c:\program files\xpunlimited
and
« c:\program files\xpunlimited\www

The next time when you install an update of XPUnlimited on the XPU Server, a new version of the
client is also updated in the WWW-folder.

When an client connects to the XPUnlimited-server, it requests the version of the client as served
by the Web Server. When the version of the client as served by the Web Server differs from the
client itself as it is running on a remote PC, the client software on this remote PC will update itself
with the version of the client as server by the Web Server.

Client software is ‘Signed’ After downloading the client software from the Web Server, the
signature is verified before the new client software is used on the remote PC.

Disable updates of client software from the Web Server

When you do not want that the Web Server does also offer the client software, delete
xpuWin32client.exe from the WWW-folder.

Use the Web Server ONLY for updating the client software

It is also possible to configure the Web Server such that it ONLY provides updates of the client
software but it does NOT offer Remote Desktop Sessions for browsers. If this is desired, proceed
as follows:

* Delete the following files from the WWW-folder
¢ Xpu_connectdirect.html
* Xpu_settings.html
» msrdp.cab

Do not delete other files like the 4xx-HTML error messages or CFG-files.

Place the following index.html file in the WWW-folder (overwrite the index.html that is already in
the WWW-folder):

<html>

<head><title>Nothing to see here...</title></head>
<body>Nothing to see here...</body>

</html>
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Integrated PostScript / PDF Printer
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Introduction

When the PostScript / PDF printer is enabled, automatically a XPUnlimited Printer is created.
Users can select and use the printer. Result will be a printed file in their Personal Folder.

It might take 1 minute before the settings become effective.

When either, or both PostScript and / or PDF is selected, the XPUnlimited Printer will be available.
When neither PostScript or PDF is selected, the XPUnlimited Printer will be removed.

The location of where the PDF / Postscript files are placed, can be changed.
If this is changes, for instance, on a different server, please note that the the user must have
create and write rights on this different server.
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The printer queue can be viewed in the usual way:

IR
Brinker Document  YWiew Help
Document Marme | Skakus | Cnaner | Pages | Size | Subm
1| |
|IZI docurnent(s) in quele | o

Detailed settings are also possible, although the default settings will be OK in most cases:

E ¥PUnlimited Printer Properties

2|

Colar kanagement I Security I Device Settings
General Sharing I Foits I Advanced
-
é,ég b<PUnlimited Frints
Location: I
LComment:
b odel: S Publizher Color Printer
~ Features
Colar: Yes Paper available:
Double-zided: Mo Letter :l
Staple: Mo
Speed: Unknowr
b @i rezolution: GO0 dpi j
Prirting Preferences. .. | Print Teszt Fage |
] I Cancel | Spply |
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Users can select the XPUnlimited Printer for a printjob:

_|o| x|
File Edit ‘iew Insert Format Help
DR 2R @ 5wl B
Test 123 — Select Printer
b, o
B
Add Printer *¥PUnlimited
Printer
Status: FReady [~ Printtafile Preferences |
Location:
i Firnd Frinter... |
—Page Range
) Mumber of copies: I'l 3:
£ Selection € Cument Page
" Pages: 165535 | Callste -H -H
Enter either a zingle page number or a single ! ]
page range. For example, 5-12
Prit I Cancel | Lpply |
Far Help, press F1 MUM 2

Result of the print job is a file in the folder XPUnlimited Printer Files, in the Personal folder of the
user:

@% C:'.Documents and Settings'.rbr', My Documents' ZPUnlimited - |EI|£|
File Edit Miew Favorites  Tools  Help 11.'
- &Y - ) = . .
@ Back d Lﬁ e Search [L Folders | =9 | 3% x n
Address ﬁé; CDocuments and SetkingsirbriMy Dacumentst ¥PURIMmited Print Files j G0
Folders 4 ZrI:ur_Test_F'age_l4_Jan_2EIlIZI_19_22_EIEI.|:u:|F
@ Desktop Z tbr_Document_14_Jan_2010_19_23_27.pdf
= B My Documents
&y Music
2 My Pictures
23 ¥PUnlimited Print Files
j My Computer
H My Metwork, Places
2l Recycle Bin
|2 ohjects (plus 1 hidden) 36.2 KB | d My Cormputer o
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xpuViewUsers

In the folder Program Files\XPUnlimited the tool xpuViewUsers is installed:

When it is started by an user which does not have Administrator Rights, it is shown as follows:

. Wiewllsers === |[Q]

‘ | ) Message: Greetings frarm me...

sernarme Zession Status

WinT_32_29sepllirbr

WAinT_32_2%9seplltfuserl0l  [4] Active

‘ | [ Esit |

When it is started by an Administrator, is shows more options:

."u"ielesers === |[Q]
[l My Disconnect [l ELDgDﬁ:: | Cl:untn:ul

| o) Message: | Greetings from rme..,

dsernarme ... |Sessi|:|n |Status |

WinT_32_29sepllhrhr [1] Active

WinT_32_20seplliluserd0l |[4]  |A

| [ Esit |
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When it is started in the Console of the XP Unlimited Server, the button for Control is not available.

I o

. Viewlsers Iil |ﬂ| [Q]
[C] Wy Disconnect | [] ELDgDﬁ:: Bs Control
| b Message: | Greetings from me...
Username | Session | Status |
Win7_32_29sepllirbr [1] Active

Win7_32_29sepl0\luser001

What can xpuViewUsers do

» Users are able to send messages to each other.
« Administrators are able Disconnect or Logoff an user.

 Administrators which are not working on the Console of the XP Unlimited Server are able to

Remote Control a session: )

."u"iewl_lsers @lﬂl[ﬂ]

I My Disconnect I ELDgDﬁ:: | Cu:untru:ul |
[lnumpad*]  »| CISHFT  [Z1CTRL EALT

sername . |Sessi|:|n |Status |

WinT_32_29sepllhrbr [1] Active

I

WinT_32_29seplltfuser0ll

| [©) Exit |
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 Select an user (not yourself)

« Select a preferred hot-key combination that can be used to disconnect the Remote Control
Session

« click on Control.

Depending on the Policy Settings related to Remote Control, the target user is asked (or not) for
allowing the Remote Control action:

Remote Control Request

L D} WHPETSEPZ010hadmind01 is requesking to contral wour session remotely.
\Q) Lo wou accept the request?

Yes | Mo I

When the request is accepted, the Administrator can remote view or control the session of the
user.
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In the upper-right corner of the Remote Controlled Session, a small button is shown as an
indication that the session of the user is being Remote Controlled:

) rdesktop - 192.16

Your session is being Remate Controlled,
Click to stop being Remote Controlled.

E= Iugero

I Simple E ditor ’
ﬁ FireFox
[@ -
E Wiriter Text
E Calc Spreadshest
B Sesgion

ﬂStart|
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Test Tools

For the IT professional or for those involved in testing XP Unlimited, we have some Test Tools.
You can download the Test Tools from our website.

The Test Tools can assist you in understanding and working with Application Control, the
Command line Parameters and the Autorun options of an Application.
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